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Your Profile 

1 Are you responding for a Company?* (compulsory)  

Yes  No  

 

 5 Are you a Public Administration?* (compulsory)  

Yes  No  

 

 9 If you are not a company nor a public administration, are you...* (compulsory)  

 

Other 

 10 If other, please explain...* (compulsory) (between 1 and 50 characters)  

European Competitive Telecommunications Association (ECTA) 
www.ectaportal.com 

 

11 If you are a user of cloud services: Please describe your current use of cloud 

computing. 

Not responding as a cloud user. 

http://ec.europa.eu/yourvoice/ipm/forms/dispatch?userstate=prodhtml#dep_ID377362532141413011_
http://ec.europa.eu/yourvoice/ipm/forms/dispatch?userstate=prodhtml#dep_ID377362532141413011_
http://ec.europa.eu/yourvoice/ipm/forms/dispatch?userstate=prodhtml#dep_ID373588642211413011_
http://ec.europa.eu/yourvoice/ipm/forms/dispatch?userstate=prodhtml#dep_ID373588642211413011_
http://ec.europa.eu/yourvoice/ipm/forms/dispatch?userstate=prodhtml#dep_ID375521318231413011_
http://ec.europa.eu/yourvoice/ipm/forms/dispatch?userstate=prodhtml#dep_ID375521318231413011_
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What kind of problems do you encounter when using cloud computing solutions in the 

EU? Elsewhere? (optional) (between 1 and 2000 characters)  

Not responding as a cloud user. 

 

12 If you are a potential user but not active yet: 

What are the main reasons for not (or not yet) using Cloud Computing? 

 (optional) (between 1 and 2000 characters)  

Not responding as a cloud user. 

 

13 If you are a provider of cloud services: Please describe your offer. 

What kind of barriers do you face in providing your cloud computing services within 

the EU? Elsewhere? 

(optional) (between 1 and 2000 characters)  

Several ECTA members provide cloud services to European and global customers in 
the EU, in particular to meet the ICT requirements of large businesses and public 
administrations.  
 
The main barriers faced by our members are due to fragmented / different 
implementation of the Data Protection Directive and the Data Retention Directive in 
EU Member States, as well as ineffective regulation of wholesale access services.  
 
In addition, the approach taken, for instance, by Greece in transposing the Data 
Retention Directive, including requirement for in-country location of data / servers, as 
set by Art. 6 of Law 3917/2011 hinders the development of cloud. Similar issues 
regarding in-country location of data / services arise in third countries, e.g. India.  
 
Against this background, our main messages are: (i) data storage location should be 
a business decision, (ii) restricting movement of data defeats the very purpose of 
cloud services: scalability, flexibility, efficiency, (iii) data protection and data retention 
requirements should be fully harmonised, i.e. identical, at least throughout the 
EU/EEA, and hopefully beyond, and (iv) effective implementation of wholesale 
access regulation is a necessary prerequisite for the provision of competitive cloud 
services.  
 
Smaller ECTA members have also indicated that they lack the resources to localise 
their offerings in the different languages (e.g. translation, customer service) and that 
language barriers which are a reality in the EU may limit the offering of cloud services 
across the EU. 
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For further information, please refer to: 
 
a) The attached ECTA paper on Cloud Computing 
 
b) Two recent ECTA responses to BEREC consultations on business services, also 

attached, concerning: 
 

 Legal and administrative barriers to the provision of cross-border electronic 
communications services to businesses  we certainly do not wish to be faced 
with a situation in which barriers similar to those affecting the provision of 
electronic communications services also affect the provision of cloud services. 

 

 Market definitions for business services - addressing both retail and wholesale 
markets  highlighting the lack of availability of competitively provided and fit-for-
purpose wholesale inputs to the delivery of the services that businesses and 
public administrations demand in the 21st century. 

 

14 If you are not a user, nor a potential user, nor a provider: 

Please describe your interest in this topic and the source of your knowledge. 

 (optional) (between 1 and 2000 characters)  

 

Several ECTA members provide cloud services in the EU, in particular to meet the 
ICT requirements of large businesses and public administrations.  
 

Legislative Framework  

1 Do you think there are updates to the current EU Data Protection Directive that could 

further facilitate Cloud Computing while preserving the level of protection? (optional)  

Yes  No  

 

3 Are you aware of specificities in Member State data protection rules, or other 

legislation, that prevent you from using/providing cloud services within the 

EU? (optional)  

Yes  No  Don't know  

 

5 From your perspective, would it be useful if model Service Level Agreements or End 

User Agreements existed for cloud services so that certain basic terms and conditions 

could easily be incorporated into the contractual agreements? (optional)  

Yes  No  
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Embracing interoperability  

1 Please describe interoperability or (data) portability issues you have encountered 

when using/providing cloud services or are otherwise aware of. (optional) 

(between 1 and 2000 characters)  

By means of Art.6 of Law 3917/2011, transposing the Data Retention Directive 
(24/2006/EC), Greece requires that data generated and stored on physical media, 
which are located within the Greek territory, shall be retained within the Greek 
territory during the data retention period. This approach is contrary to guidance 
produced by the Data Retention Experts Group created by the European 
Commission. In October 2010, the Experts Group concluded that: “Any obligation 
imposed by a Member States for the data to be retained on its own territory, is a 
restriction to the principle of free flow of data within the EU” (DatRet/EXPGRP (2009) 
6 FINAL – 11 10 2010). 
 
Restricting movement of data, therefore, defeats the very purpose of cloud services: 
scalability, flexibility, efficiency. 
 

 2 Which existing or emerging standards support interoperability across clouds and 

portability of data (from one cloud to another)? 

Please list and describe. 

 (optional) (between 1 and 2000 characters)  

Open Application Programming Interfaces (APIs) and formats exist and will allow the 
data portability and interoperability necessary to support a competitive market for the 
provision of cloud services.  
 

3 Which are the most important standards that are currently missing but which you feel 

are necessary to ensure interoperability and portability? Please describe in detail the 

aspects they should cover. 

 (optional) (between 1 and 2000 characters)  

Bearing in mind existing and on-going market-led initiatives, interoperability and data 
portability should not be regulated at this early stage. Transparency can address 
concerns. To the extent that cloud users require easy movement between cloud 
providers or interoperability between clouds, the marketplace should be trusted to 
provide such solutions.   
 
In the same vein, standards in relation to cloud services need to be market-driven 
and global and not European or even national in scope. Indeed, any approach to 
cloud should be developed at the global level as the result of the interplay between 
the demand for and the supply of ever-more-sophisticated cloud services in the 
competitive marketplace. Innovation will be stifled if cloud services are forced 
prematurely into a framework of government-mandated standards that impede 
product differentiation and competition in the interests of interoperability and 
portability. Self-established certification schemes and common performance 
parameters are likely to develop, as this is in industry’s interest to attract large 
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businesses and administration to cloud service offerings. Such schemes would likely 
include compliance with data and privacy protection requirements. 
 
Market forces and technological innovation drive the evolution of cloud. 
Unreasonable constraints risk stifling innovation and the benefits derived from cloud. 
 
For further information, please refer to the attached ECTA paper. 

Global solutions for global problems  

1 What are the most important Cloud Computing problems that have to be discussed at 

global level? Please list and explain. 

 (optional) (between 1 and 2000 characters)  

Since cloud services are inherently global in nature, it is essential that providers be 
able to offer these services in multiple locations in a seamless fashion. The economic 
and quality benefits of cloud services will be diluted if individual countries create 
barriers through regulations and measures, such as the requirement to locate servers 
and store certain data within their borders. In addition, divergent rules around issues 
such as data protection and technology mandates make it difficult to provide 
seamless services across multiple locations. It is therefore highly desirable to strive 
towards global compatibility of legal and regulatory frameworks in any area in which 
restrictive regulations or divergent policies could undermine the availability, 
efficiency, quality and security of cloud services, including those pertaining to 
server/data location and the effective protection of personal data. 

2 Which would be the right fora/approaches to tackle them? 

Please expand. 

 (optional) (between 1 and 2000 characters)  

There are a number of fora in which the EU can play an important role in 
encouraging a public policy environment conducive to cloud services. The EU has 
already developed jointly with the U.S. a set of international trade principles for ICT 
services that contain provisions relevant to cloud services: for example, that 
governments should not prevent service suppliers from other countries (or their 
customers) from electronically transferring information across borders, and should 
not require ICT service suppliers to use local infrastructure or establish a local 
presence as a condition of supplying services. The EU should support these 
principles and ensure that Member States act accordingly – see also our attached 
paper on the legal and administrative barriers to the provision of electronic 
communications services, which shows that restrictions remain in Member States 
despite the provisions of Directive 2002/20/EC. The EU should also support other 
conditions necessary for a global level playing field for cloud services in negotiations 
with third countries and these should be reflected in the relevant bilateral and 
multilateral international trade agreements. The EU and various Member States have 
also been actively involved in the recent development at the OECD of principles for 
Internet policy-making. These examples note the value of working together to 
advance global compatibility across a diverse set of laws and regulations, and 
underscore the fact that barriers to the location, access and use of cross-border data 
facilities and functions should be avoided. These principles should be promoted with 
non-OECD economies.   
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ECTA Paper on Cloud Computing 
 
August 2011 

 
 
ECTA represents a wide range of competitive ICT providers, large and small, 
national and international, offering fixed and mobile ICT services to consumers and 
to businesses, including cloud services1. 
 
A. General Comments 
 

 There are already sound policy frameworks in place to deal with most of the 
identified issues related to cloud services. New cloud-specific regulation is 
unnecessary, however ongoing and future reviews of existing legislation 
should consider the impact of any modifications on the provision of cloud 
services. 
 

 Consumer and large business (enterprise) cloud services are different. 
Protections for consumer-grade services, to the extent they are necessary, 
should not restrict cloud services provided to business users. 
 

 Cloud services are only at the outset of delivering on their potential. Market 
forces and technological innovation drive the evolution of cloud. 
Unreasonable constraints risk stifling innovation and the benefits derived from 
cloud. Against this background it is essential to avoid overly prescriptive 
approaches and ensure commercial flexibility. 
 

 Cloud service providers should have the flexibility to determine their own data 
storage solution, be it centralised or multijurisdictional, static or dynamic, or a 
combination. 
 

 To the extent that cloud users require easy movement between cloud 
providers or interoperability between clouds, the marketplace should be 
trusted to provide such solutions. Innovation will be stifled if cloud services 
are forced prematurely into a framework of government-mandated standards 
that impede product differentiation and competition in the interests of 
interoperability and portability.  

 

 The EU should support the conditions necessary for a global level playing 
field for cloud services, with minimal barriers to cross border data flows, in 
negotiations with third countries and these should be reflected in the relevant 
international trade agreements. 

 
 
B. Detailed Comments 
 
B.1 There are already sound policy frameworks in place to deal with most of 
the identified issues related to cloud services and new cloud-specific 
regulation is unnecessary. 
 
Cloud in itself is not a “revolution”. Many of the cloud products are similar to the 
hosting and managed services that have been offered for years. Recent 

                                                 
1
 Annex 1 sets out the categories of cloud services considered in this response. 
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developments in technologies now make it possible to achieve large economies of 
scale and to offer services via a highly elastic, usage-based model. In this way, the 
cloud can be thought of as an “evolution” that has created a new business model. 
 
Cloud enables companies to only use the resources they need -- and pay for what 
they use, rather than incur the expense of building and managing their own IT 
infrastructure. Similarly, cloud brings sophisticated IT to businesses for which such 
resources may previously have been out of reach, and as such, cloud can be a force 
for further economic growth, job creation and other social benefits.  
 
There are already sound policy frameworks in place to deal with most of the identified 
issues related to cloud services. Whilst some elements of cloud computing – namely 
the centralisation and aggregation of data – may call for some fine-tuning of existing 
policies, there is no need for any new forms of regulation. Rather, the policy 
environment for cloud services can be enhanced by identifying areas where existing 
regulations may impose unnecessary burdens and by removing those burdens.  
 
 
B.2 Data Protection Framework 
 
Data protection rules should be flexible and simple enough to encourage the 
development and take up of innovative new services. It is important that we strike the 
right balance between data protection and innovation in technology and business 
models. 
 
ECTA would welcome further reflection in the following areas:  
 

 Harmonisation at the EU level: Today’s data flows that power the digital 
economy and support the information society are not limited to countries or 
regions. Thus, the application of national and regional legal frameworks need 
to be considered and applied in a way that enables the flow of information 
across borders while providing credible and appropriate protections of privacy 
and security, supported by appropriate obligations and effective enforcement. 
Within the context of the ongoing review of the data protection framework, 
there is an opportunity to promote greater harmonisation within the EU of both 
the legal framework and its application across the Member States. Diverging 
national rules are burdensome (particularly for pan-European providers) and 
detrimentally impact the deployment of cross border services, hindering the 
provision of seamless reliable and effectively scaled services.  

 

 Facilitate international data transfers: We would welcome improved and 
streamlined procedures for international data transfer. The current rigid EU 
rules applying to the transfer of data to third countries no longer seem 
appropriate. In complex situations with multiple data controllers and 
jurisdictions involved (which is often the case with cloud services), the current 
provisions of the Directive may severely impede the free flow of personal data 
and, thus, the development of economic activities outside the EU by EU-
based companies. There is currently a patchwork of methods to enable ex-EU 
data transfers to be compliant with the Directive under Articles 25 and 26, but 
each method suffers from limitations which produce these negative results. 
For example, the number of decisions on adequacy under Article 25 cover too 
few countries; there are limitations on the contractual relationships for which 
model contract clauses and Binding Corporate Rules (“BCR”) can be used 
and it takes too long for these to gain approval; there are too many 
requirements for registration and notification of transfer agreements for no 
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discernible benefit. Modernisation and clarification of the Directive’s rules on 
international transfers should find ways to address these concerns. To be 
credible, the current system’s approach must evolve to enable NRA, 
Commission and those processing data to deal with the volume and 
complexity of data transfers in today’s online environment in a timely and 
realistic way. This should include enabling entities to use and rely on 
derogations, e.g. Article 26(2), where entities play the major role in assessing 
adequacy and providing safeguards in their contracts to deal with them.  
 

 Applicable law: ECTA members call for the revision and clarification of the 
existing provisions on applicable law. The Directive’s current vague and 
overly broad rules on applicable law compound the compliance challenges 
posed by the divergences in national laws. Under the current regime, 
enterprises that are established or offer online services to users in multiple 
EU markets can find themselves required to comply with the data protection 
regimes in each of those markets – regimes that each in turn impose 
divergent obligations and therefore create an economic cost. 

 

 Cross-border data flows: are essential to reap the benefits of cloud 
computing, and achieve greater consistency and legal certainty globally. 
Globally, where different approaches to privacy and divergent legal 
frameworks may exist, harmonisation may be less attainable, or may 
represent a longer-term goal. In the short-term, however, focus on greater 
interoperability between legal frameworks would facilitate both needed global 
data flows and effective protection of personal data. 
 
 

B.3 Important consumer protections should not restrict cloud services that can 
be provided to business users 
 
Business users and individual consumers have different needs and therefore they 
necessitate different policy considerations. The specificities of business services 
include: outsourcing a full range of ICT services to a single provider, geographical 
spread of businesses, guaranteed quality of service, extensive bi-lateral tailor-made 
contracts, etc. Given the characteristics of business services, policy considerations 
for individual consumers should not be extended to business users.  
 
In the business market in particular, SLAs or End User Agreements are the result of 
extensively detailed bi-lateral negotiated commercial agreements. It would therefore 
not only be premature to intervene, but we believe in addition that governance issues 
are best addressed through transparency and the disclosure of cloud providers’ 
policies and terms of service.  
 
 
B.4 Cloud service providers should have the flexibility to determine their own 
data storage solution, be it centralised or multijurisdictional, static or dynamic, 
or a combination 
 
Cloud services are only at the outset of delivering on their potential. Evolving 
technologies and business models are further contributing to the innovation potential 
of cloud services. Market forces and technological innovation drive the evolution of 
cloud. Unreasonable constraints risk stifling innovation and the benefits derived from 
cloud.  
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Against this background, it is essential to avoid prescriptive approaches and to 
ensure commercial flexibility. For example, barriers such as country obligations to 
locate data or servers within their border, such as the approach being taken in 
Greece regarding implementation of the Data Retention Directive, should be 
assiduously avoided. It should be noted that the approach taken by Greece is 
contrary to guidance produced by the Data Retention Experts Group created by the 
European Commission. 
 
By definition, the cloud is not geographically or temporally limited. Cloud services are 
always available and nearly ubiquitous; bridging time zones and jurisdictions. 
Moreover, it is important to note that, whilst offering global access points to end users 
of cloud services, established cloud providers closely track where information is 
processed and stored. Data may be stored in more than one facility or jurisdiction, 
and it may not be static over a long period of time as traffic and load patterns may 
impact data flows, but at any point in time companies can identify the facility(ies) in 
the processing/storage chain.  
 
 
B.5 The market can be counted on to provide the data portability and 
interoperability necessary to support a competitive market for the provision of 
cloud services 
 
Considering the emerging and innovative nature of cloud services, market operators 
must be allowed to compete on the basis of the quality and performance of their 
services as well as on the basis of the different functionalities that each of them has 
to offer and the type of service model (Iaas, PaaS, SaaS – See Annex 1 for 
definitions).  
 
Bearing in mind existing and on-going market-led initiatives, interoperability and data 
portability should not be regulated at this early stage. Again, we believe that 
transparency can address concerns. To the extent that cloud users require easy 
movement between cloud providers or interoperability between clouds, the 
marketplace should be trusted to provide such solutions. Self-established certification 
schemes and common performance parameters are likely to develop, as this is in 
industry’s interest to attract large businesses and administration to cloud service 
offerings. Such schemes would likely include compliance with data and privacy 
protection requirements. 
 
In the same vein, standards in relation to cloud services need to be market-driven 
and global, not European or even national in scope. Any approach to cloud should be 
developed at the global level as the result of the interplay between the demand for 
and the supply of ever-more-sophisticated cloud services in the competitive 
marketplace. Innovation will be stifled if cloud services are forced prematurely into a 
framework of government-mandated standards that impede product differentiation 
and competition in the interests of interoperability and portability.  
 
Market forces and technological innovation drive the evolution of cloud. 
Unreasonable constraints risk stifling innovation and the benefits derived from cloud. 
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B.6 The EU should support the conditions necessary for a global level playing 
field for cloud services in negotiations with third countries and these should 
be reflected in the relevant FTAs 

 
Privacy, consistency and data transfers are essential for the take-up and further 
development of cloud services. Considering the specificity of cloud – scalability, 
efficiency and flexibility, it is important to ensure greater consistency and legal 
certainty globally.   
 
In addition, barriers such as obligations by third countries to locate data and/or 
servers solely within their borders (e.g., India) are of great concern. Not only should 
data storage location be a business decision, but restricting movement of data also 
defeats the very purpose of cloud: scalability, flexibility, efficiency. 
 
There needs to be some assurance that retention vs. deletion requirements will not 
contradict one another - meaning that global retention requirements don't last longer 
than global deletion requirements. It is difficult to manage if we have one country that 
has standards that are 1 week and another being one month. It becomes very difficult 
to meet both requirements and defeats the scale/distributed nature of the cloud by 
driving separate instances to meet certain requirements. 
 
 

* * * * * 
 
  
In case you require any additional information with regard to the contents of this 
ECTA response, please contact Ilsa Godlovitch. 
 
Tel: +32 2 227 2718  
e-mail: igodlovitch@ectaportal.com 
 
Yours sincerely, 
 
 
 
Ilsa Godlovitch, Director, ECTA Brussels office 
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Annex 1 
 

There is no one size fits all for cloud services as there are different types and 
categories of cloud services: public/private/hybrid, consumer/business, 
Iaas/Saas/Caas. We have based our response on the following 3 main “kind” of 
clouds: 
 

 Cloud Software as a Service (SaaS). The capability provided to the customer 
is to use the provider’s applications running on a cloud infrastructure and 
accessible from various client devices through a thin client interface such as a 
Web browser (e.g., web-based email). The customer does not manage or 
control the underlying cloud infrastructure, network, servers, operating 
systems, storage, or even individual application capabilities, with the possible 
exception of limited user-specific application configuration settings.  
 

 Cloud Platform as a Service (PaaS). The capability provided to the customer 
is to deploy onto the cloud infrastructure customer-created applications using 
programming languages and tools supported by the provider (e.g., java, 
python, .Net). The customer does not manage or control the underlying cloud 
infrastructure, network, servers, operating systems, or storage, but the 
customer has control over the deployed applications and possibly application 
hosting environment configurations.  

 

 Cloud Infrastructure as a Service (IaaS). The capability provided to the 
customer is to provision processing, storage, networks, and other 
fundamental computing resources where the customer is able to deploy and 
run any software of its choice, which can include operating systems and 
applications. The customer does not manage or control the underlying cloud 
infrastructure but has control over operating systems, storage, deployed 
applications, and possibly select networking components (e.g., firewalls, load 
balancers). 

 
 
 
 


