
 
 
 
Public consultation on a comprehensive approach on personal data 
protection in the EU 
  
General comments 
 
ECTA represents a wide range of competitive communications providers, both large and 
small, that offer consumer and business services in the fixed and mobile markets. ECTA 
members welcome the opportunity to comment on the Commission’s approach to its 
proposed revision of the EU personal data protection framework and to contribute to the 
Commission’s policy objective of improving the clarity and coherence of the EU legal 
framework for personal data protection. We share the views expressed by Commissioner 
Reding that “we need clear and consistent data protection rules” that “bring our laws up to 
date with the challenges raised by new technologies and globalisation”. ECTA supports a 
pragmatic and proportionate approach that achieves a dual aim: (i) a high level of protection 
and empowerment for EU citizens; and (ii) legal certainty and flexibility for EU businesses. 
 In order to achieve the clarity needed for EU businesses to perform competitively and for 
EU citizens to have a consistently high-level privacy experience, ECTA members believe 
that the correct approach will be to build on the rules laid down in the current Data Protection 
Directive1 (the “Directive”) rather than constructing a new framework.  
 
ECTA members believe that the fundamental principles defined in EU Privacy Framework 
Directive remain valid. However, we share the view of the European Commission, the Article 
29 Working Group and other stakeholders that practical arrangements for implementation 
and enforcement of these principles are no longer fit-for-purpose. We would therefore 
support a move to a new regime comprising the following key elements: 
 

• retention of the current fundamental data protection principles; 
• replacing requirements for prior notification of data processing operations with an 

emphasis on the “accountability principle” and “privacy by design”, which require data 
controllers to put in place appropriate and effective measures to ensure compliance 
with these fundamental principles; and 

• national regulators recognising compliance with industry-defined standards as proof 
of compliance with the requirements of Directive. 

 
To ensure a holistic approach and a consistently high level of protection for individuals and 
businesses, this more flexible set of technologically neutral rules should apply horizontally to 
all economic sectors and actors processing personal data that impacts the privacy of 
individuals 
 
Data protection rules should be flexible and uncomplicated enough to encourage the 
development and take up of innovative new services. The EU data privacy framework 
needs to allow businesses to meet consumer expectations without imposing disproportionate 
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compliance costs. In terms of consumer expectation, control is a key requirement as 94% of 
consumers feel it is important to retain control of their personal information that they share 
online2. For businesses, administrative burdens are proven to deter the take up of new 
services: 50% of 1059 CIO’s surveyed cited security and data protection compliance as 
reason for not adopting cloud technologies3; and 38% of 733 EU CIOs cited security and 
compliance concerns as a disadvantage of cloud services4. 
 
Reducing administrative burdens will further help to bolster the competiveness of EU 
businesses. ECTA members welcome the objectives outlined in the Commission’s strategy: 
to clarify the existing rules, harmonise rules across Member States and simply and 
modernise administrative procedures. Increasing legal certainty and overcoming divergent 
interpretations of the Directive would significantly reduce financial and legal barriers currently 
faced by EU businesses. This in turn, would not only help to promote the take up of new 
services, but also allow centralised solutions with reduced costs for global and pan-
European service providers and avoid distortion of competition for multi-national companies. 
 
Ensuring consistent user privacy experiences will further bolster privacy practices 
and create an equivalent level of protection. Creating a framework that fosters a reliable 
and consistent user privacy experience will increasingly meet the increasingly global privacy 
expectations of users and improve privacy practices.  Consistent user privacy experiences 
will establish familiarity with the privacy implications of applications and services, 
empowering the user and leading to better privacy management by individuals. 
 
Consumers should be empowered to make their own choices. In order to address the 
needs, concerns and interests of individuals, these first need to be understood and any 
proposed changes to the framework should be based on evidence-based research. To allow 
consumers to meaningfully express choice and preferences, we should avoid overly 
prescriptive and applying inflexible consent requirements. Choices and benefits should not 
be restricted by limiting the use of procedures such as profiling. 
 
Self-regulatory solutions provide a dynamic, timely response to change. Commitment 
to and practice of core internationally recognised privacy principles and information 
governance standards are key to setting a high-level global standard. ECTA members 
welcome the Commission’s proposal to further encourage self-regulatory initiatives that are 
already provided for within the scope of the Directive. Flexibility allows new business 
developments to flourish without compromising high-level protection 
 
Detailed comments 
 
I. Strengthening individuals rights 
 
Understanding the needs, concerns and expectations of EU citizens and businesses is the 
key prerequisite to delivering a user-centric privacy framework. Consequently, the decision 
making process should draw on research into the privacy interests (needs, concerns and 
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expectations) of individuals and businesses, to ensure a pragmatic and proportionate 
approach, which considers both the specific risks and harms facing individuals and 
businesses and the fast pace of technological change. ECTA welcomes the Commission’s 
consideration of the impact on new technologies on individuals and supports prioritising and 
targeting any potential risks and harms and preventing them from materialising. This may 
require specific guidance or codes rather than amended or new principles.  
 
Overly prescriptive and inflexible consent requirements should not impede innovation 
and the development of new services and consumer choice. Clarifying and 
strengthening the rules on consent should focus on transparency and ensuring a user-
centric framework, which enables individuals to make genuinely informed choices that will 
strengthen their awareness of the privacy practices of an organisation and privacy 
implications of a product or service which will ultimately help them to effectively manage their 
privacy. Over-regulation and over-protection is not the way to achieve effective data 
protection and allow individuals to express their choice and preferences. Privacy is dynamic 
and contextual, not static, and it is important to recognise that individuals have privacy 
interests, concerns, needs and expectations that occur at different points in a relationship 
with entities providing services to them and processing their personal information.  
 
Focus should be on enhancing the user privacy experience: Rather than focussing on 
consent at the expense of other opportunities to enhance a user’s privacy experience, we 
believe that a key objective for data controllers should be to develop the mechanisms by 
which users can make informed choices depending on the context of specific uses of data. 
For example, a person requesting a location based information service to locate the nearest 
automatic teller machine, is actively asking to be located, and should not be required to 
negotiate cumbersome, lengthy legalistic privacy notices by which they may indicate their 
‘unambiguous explicit consent’. Such impositions would damage the user experience and do 
little, if anything, to enhance the user privacy experience. However, should the location 
based service provider wish to retain information about the use of the service in a non-
anonymised form for the purposes of targeting the user at a later stage with offers, then the 
service provider would be expected to provide the user with a short contextual notice to this 
effect and ensure the user is able to express their choice and preference.   
 
Profiling provides important benefits. “Profiling” supports a wide range of legitimate 
activities across a number of key sectors, including banking and telecommunications. For 
example, profiling may be used to detect and prevent crime through assessing financial 
transactions on a credit card or bank account and permitting data controllers to act in the 
interests of the user and prevent financial harm (by suspending the accounts and/or alerting 
customers).  The ability to analyse calling activities permits communications service 
providers to help customers manage their accounts and spending, as well as assisting them 
to prevent and detect fraud. Profiling can also enable providers to make customers aware of 
solutions to save money or make more efficient use of accounts and services. 
 
“The right to be forgotten” can be strengthened via accountability. The “right to be 
forgotten” is not a new concept, however it needs to be clarified to ensure that such rights 
are applied and respected by all actors processing personal data irrespective of business 
model, infrastructure or technologies. In addition to clarifying the scope of application, the 
existing rights under Article 12 of the Directive could be strengthened by establishing more 
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precisely the principle of accountability (not just for data controllers, but for DPAs and the 
judiciary). These rights are further strengthened by the concept of data minimisation, which 
exists in both the Directive and the e-Privacy Directive.5  
 
Provisions exist to ensure a degree of “data portability”. Individuals have the right to 
access and to be given a copy of their personal data pursuant to Article 12 of the Directive. 
Data subjects should be permitted to exercise such rights irrespective of the location of the 
data controller in order to reflect the global nature of Internet services. That said, an explicit 
right to data portability could create unnecessary and unintended burdens.  Whereas one 
can understand the desire for data subjects to take certain valuable information with them 
when they leave a particular service, such as photos on social networks, often user created 
data is simply not that valuable to them.  For example, it is likely that a data subject would 
enter certain information in order to register with a website, such as name, gender or age.  It 
is unlikely, however, that the data subject would be interested in receiving such basic 
information in a transferable form (as opposed to asking for its deletion) if they decide to de 
register.  It would therefore seem unnecessary to require a data controller to store such 
information in a format that enables its extraction to no conceivable end. 
 
Privacy by design -- not by default. Privacy by design is an important concept for 
organisations to integrate privacy into its processes. In today’s context, any reflection on the 
concept must ensure the necessary flexibility to account for different business models and 
should not take the form of design by default or technological preferences.  
 
II. Enhancing the internal market dimension 
 
It is key that we strike the right balance between data protection and innovation in 
technology and business models. Government, citizens and consumers are demanding 
new services (e.g. e-government and e-health applications, personalised information 
services such as location based services or targeted advertising matching consumer 
interests). Electronic communications services providers are developing new services in 
order to improve customers' quality of life. Effective, future-proof data protection rules should 
support, not impede, the development of such services.   The final and common goal should 
be to achieve a more flexible legislation that allows new business development to flourish for 
the benefit of consumers and government, while, at the same time, supporting a uniform 
privacy protective and enabling framework for users.  
 
Further EU harmonisation on data protection rules would drive economically and 
environmentally efficient solutions for global and pan-European service providers and 
increases the competiveness of EU businesses. Communication service providers 
(CSPs) that operate in multiple EU member states, have varying obligations to retain 
account, circuit switched and IP related traffic data of customers. These CSPs are prevented 
in some member states from transferring such data to another member state in order to 
establish centralised solutions, reduce costs and reduce administrative, technical and 
operational burdens. In a truly harmonised data privacy framework, EU based data 
controllers would not be prevented from moving data freely and avoiding unnecessary costs 
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We welcome the Commission’s proposal to simplify and further harmonise data 
protection rules at the EU level. Bureaucratic obstacles to the free movement of data are 
inhibiting the development of cloud computing. The latest issue of INSEAD/WEF Global 
Information Technology Report estimates that comprehensive diffusion of cloud computing 
could cut the fixed costs of European firms by 5%, raise GDP by up to 0.3% and create 
about a million additional jobs: 
http://www.networkedreadiness.com/gitr/main/fullreport/index.html.  However, in a February 
2010 survey of 1059 CIOs by ICT industry consultants, Forrester Research, 50% of 
respondents cited concerns regarding security and data protection compliance as a reason 
for not adopting cloud technologies6.   Likewise, in a March 2010 survey of 733 European 
CIOs by the IDC consultancy, 38% of respondents pointed to security and compliance 
concerns as a disadvantage of cloud services7. 
 
ECTA members call for the revision and clarification of the existing provisions on 
applicable law. The Directive’s current vague and overly broad rules on applicable law 
compound the compliance challenges posed by the divergences in national laws. This has 
been indicated in several reports such as the Commission’s first implementation report and 
more recently, the Article 29 Working Party’s opinion on this topic8. Moreover, it is not 
always clear when EU law is applicable to controllers established outside the EU. Further, 
where such controllers do not use equipment in the EU, their actions appear to fall outside 
the scope of application of the Directive and lead to inconsistent privacy experience by EU 
citizens. 
 
Under the current regime, enterprises that are established or offer online services to users in 
multiple EU markets can find themselves required to comply with the data protection regimes 
in each of those markets – regimes that each in turn impose divergent obligations and 
therefore create an economic cost. This makes it difficult to develop and apply pan-EU 
policies and practices, and imposes significant compliance costs – without any 
corresponding benefit in terms of enhanced user protection. 
 
Application of a single law could be achieved by nominating the DPA of the country of main 
establishment of the data controller to be the lead DPA for the entire EU. This lead DPA 
would be responsible for any communication and guidance with the organisation involved. 
This is in line with the provisions around competence and coordination of supervisory 
authorities as outlined in Article 28(6) of the Data Protection Directive.  
 
It would be useful to clarify at the same time whether the rules that apply for data processors 
are those of their own country of main establishment, or those of the data controller’s. 
Moreover, to account for data controllers established outside of the EU, requires a legal 
framework that can be applied across borders. This framework should gives users the 
means to exercise their rights across borders, be based on the concept of accountability and 
draw on technological controls and self regulatory codes and mechanisms, as supported by 
Articles 17 and 27 of the Directive. Accountability is based less on prescriptive legislation 

                                                            
6 February 2010 survey by Forrester Research. 
7 March 2010 survey by IDC consultancy. 
8 See Article 29 Working Group Opinion 8/2010 on applicable law. 
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and regulation and more on the adoption of, commitment to and practice of core 
internationally recognised privacy principles and information governance standards. 
 
It is important that the legal framework is enabling for users and businesses and is globally 
relevant and effective. It is also critical that Europe avoid the temptation to address the 
challenges of the global Internet by walling itself off. This would be a grave error and would 
undermine the very core of the value of the Internet to our open and democratic societies. In 
accordance with Recital 2 of the Directive, EU data subjects should be offered the same 
degree of protection, regardless of the geographic location of the data controller. 
 
We welcome a revision of the current notification system.  It is widely recognised that 
the current notification system needs to be revised and simplified. The significant differences 
that exist today among the 27 Member States, such as the amount of detail required and the 
type of forms to be used, lead to significant compliance costs and result in unequal 
enforcement.  As a result, any organisation operating across the EU Member States need to 
file separate registrations without benefiting from economies of scale.    

ECTA believes that the European Commission should evaluate the need and rationale for ex 
ante notifications and weigh that against the significant and time-consuming burden this 
creates for controllers and data protection authorities who need to review the massive 
numbers of filed notifications.  Instead, both controllers and data protection authorities would 
benefit from ex post controls which would lead to a more compliant and accountable system 
around the protection of personal data. 
 
Stakeholder engagement is necessary to ensure an effective breach notification 
framework. The benefits of data breach notifications should be carefully balanced so as not 
to have a detrimental impact on users. If notice obligations are applied to instances that do 
not represent a risk of harm, the large number of notices could confuse consumers, 
negatively impacting their trust and confidence, and ultimately leading them to ignore 
important notices over time.  
 
It is important for detailed engagement to begin with key stakeholders to ensure a pragmatic, 
harm-based approach. Some of the key issues to address are: what data types should the 
obligation apply to; what type of harm and thresholds of harm should apply; whether the 
obligations should apply to data that has been encrypted or only to unencrypted data; the 
role of national data protection authorities (DPAs) and their jurisdiction over such matters; 
the timings of notifications to DPAs and/or individuals; who should notify data subjects – the 
data controller or a DPA; whether the requirements should apply to the “unlawful destruction’ 
or ‘alteration’ of data? This is a complex subject and we believe an expert group should be 
established to determine an effective framework.  
 
Self-regulation can provide a dynamic, timely response to change. We agree with the 
views expressed in the Commission Communication and by Commissioner Reding that self-
regulatory initiatives by data controllers can contribute to a better enforcement of data 
protection rules and look forward to working with the Commission on effective privacy 
outcomes. 
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We are of the view that self-regulation premised on a privacy-by-design approach, which 
includes the principle of accountability and recognises the dynamic contextual nature of 
privacy can work to ensure individuals are both aware of and able to exercise their various 
rights. In our view, self-regulation is able to respond in a more timely and effective manner to 
changes in technology and business models than ex-ante legislation. Self-regulatory 
initiatives can help deliver a user-centric privacy framework that is global in nature and which 
helps to meet the privacy expectations and interests of users that increasingly transcend the 
geographic legal boundaries. Of course for self-regulation initiatives to be developed, further 
harmonisation and clarity of rules among Member States is crucial and we welcome the 
Commission’s proposals in this respect. 
 
III. Revising the data protection rules in the area of police and judicial cooperation in 

criminal matters 
 
ECTA welcomes further consultation to ensure effective and consistent data 
protection supervision. The revision of the data protection framework should aim for a 
harmonised privacy framework that regulates not only the retention of data for law 
enforcement purposes but also the acquisition of data by law enforcement agencies. 
 
IV. The global dimension of data protection 

 

We would welcome improved and streamlined procedures for international data 
transfer. The current rigid EU rules applying to the transfer of data to third countries no 
longer seem appropriate. International transfer of data rules need to be modernized and 
simplified to reflect today’s globalized economy and society where cross-border data flows 
are more and more frequent. In complex situations with multiple data controllers and 
jurisdictions involved (e.g. cloud computing); the current provisions of the Directive may 
severely impede the free flow of personal data and, thus, the development of economic 
activities outside the EU by EU-based companies. 
 
The proposal in the consultation to examine how the adequacy principle could be further 
clarified fails to address the broader question of whether the adequacy principle is working.  
Some major trading partners do not meet the prescriptive requirements of the adequacy test 
yet data is being transferred to these “inadequate” countries under contractual 
arrangements. ECTA proposes that the adequacy principle be replaced by the extension of 
the principle of accountability to international data transfers. This would place the emphasis 
on both data controllers and processors to ensure that the data is adequately safeguarded 
regardless of location. 

The Model Contractual Clauses have been widely used by companies to transfer data.  The 
process for their use could, however, be improved by making it clear that prior approval by 
the DPA is not required where companies do not deviate from the standard clauses.  In 
several Member States prior approval is the current state of affairs.  Where there is no 
deviation from the standards clauses, DPA approval has no real value and can significantly 
slow down contractual arrangements for transfers. 
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Since the adoption of the EU Directive, experience shows that Binding Corporate Rules 
solutions for inter-group transfers are also cumbersome and we welcome the proposals to 
ensure a more uniform and coherent approach. We believe that the international transfers of 
data within a same “group of companies” need to be radically simplified. The EU legal 
framework should recognise the concept of “group of companies” in order to facilitate the 
transfer of data between members of the same group. This would be an important step in 
reducing the administrative burden of EU businesses. Therefore, we very much welcome the 
reference, for the first time, to “transfer carried out within corporations or multinational 
groups” in the Madrid Resolution, and ask the EC to follow this positive movement. Internal 
Privacy Policies of such multinational groups would then include the guarantees that the 
transferred personal data will benefit from the same level of protection as if they were 
processed within the EU borders. 
 
Such an approach would imply that instead of considering the data transfers adequate or not 
based on the country of destination, the assessment of adequacy would be based on the 
accountability of the data controller. Irrespective of whether the data transfer is within the 
same EU Member State, within the EU/EEA or outside the EEA, the data controller would be 
held liable for the protection of personal data.  This approach also seems compatible with 
the principle of ‘accountability’. Promoting universal principles will help to establish a high-
standard data protection system that is proportionate and homogeneous with other regions 
outside the European Union. 
 
In addition, BCRs currently only apply to data controllers and do not cover data processors. 
In an increasingly complex on-line environment, we believe that the revision of the Directive 
should also include the possibility of an internal governance model for the processing of 
personal data by pan-European and multi-national players (eg. Binding Safe Processor 
Rules).  
 
V. A stronger institutional arrangement for better enforcement of data protection rules 

 
Ensuring a consistent interpretation and application of the EC data privacy framework 
by Data Protection Authorities is key. ECTA welcomes the Commission’s objective to 
improve cooperation and coordination between Data Protection Authorities to avoid 
divergent interpretations, such as that relating to the German and UK DPA’s consideration of 
the use of Google Analytics. Such inconsistencies create confusion for individuals and 
business and lead to elevated compliance costs. Moreover, such inconstancies are not 
conducive to encouraging confidence in those responsible for developing privacy policy. 
 
We welcome a more inclusive and transparent Article 29 Working Party. The Article 29 
Working Party should be more transparent and accountable for the decisions and opinions 
adopted, and should seek to ensure views of key stakeholders are considered wherever 
possible. The Article 29 working party should also be required to assess the degree to which 
the data privacy directives have been interpreted and applied in ways that achieve 
harmonisation across member states.  The Article 29 working party should be required to 
publish the findings of such assessments to aid the Commission in its decision making. 
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Awareness raising activities should be aligned with any work on “accountability”9. 
Member States are already obliged by Article 14 of the Directive to ensure data subjects are 
aware of their rights.  National data protection authorities should, via the Article 29 Working 
Party, take steps to establish positive working relations with key stakeholders to understand 
the degree to which further awareness raising is needed and how it may be improved.  
 
 

                                                            
9 See Article 29 Working Group Opinion 3/2010 on the principle of accountability. 
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